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ARM® TrustZone®-enabled chipset

  

: - / ) . .  -- -  : - - :  )  ) -

- ) -
) ) - ) ) -

Native Applications

Wrapper APIs 
(optional)

TEE 
Supplicant

GlobalPlatform
TEE Client API

TEE Driver

Storage ...

optee_client

optee_linuxdriver

Secure
Monitor

US
ER

PR
IV
ILE

GE
D

GlobalPlatform
TEE Internal API

TEE core TEE functions/libs 
(crypto . . .)

HAL

HW resources
crypto, timers, watchdog, fuses ...

DRM
Trusted

Application

Payment
Trusted

Application

Corporate
Trusted

Application

optee_os

Rich OS

OP-TEE

US
ER

PR
IV
ILE

GE
D



Ikeda Laboratory3

CPU Package

Cache
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1. App is built with trusted and untrusted parts
2. App runs and creates the enclave, which is placed in trusted memory
3. Trusted function is called, and execution is transitioned to the enclave
4. Enclave sees all process data in the clear; external access to the enclave data is denied
5. Function returns; enclave data remains in trusted memory
6. Normal execution resumes 

1. Security perimeter is the CPU package boundary
2. Data unencrypted inside the CPU package only
3. Externally, memory reads and bus snooping

attacks see only encrypted data

Attack Surface Without Enclaves Attack Surface With Enclaves
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source) https://content.riscv.org/wp-content/uploads/2018/12/Welcome-RISC-V-ISA-Foundation-Overview-Rick-OConnor.pdf
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source) https://content.riscv.org/wp-content/uploads/2019/06/RISC-V-Foundation-Calista-Redmond-06-18-2019.pdf
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source) https://content.riscv.org/wp-content/uploads/2018/12/Keystone-Enclave-An-Open-Source-Secure-Enclave-for-RISC-V.pdf

- Stored in tamper-proof hardware
- Zeroth-stage bootloader (ZSBL)
- Tamper-proof platform key store
(preferably a crypto engine)

Silicon Root of Trust

- Manages enclaves and PMP entries
- Multicore PMP synchronization
- Remote Attestation

Keystone Security Monitor (SM)

measure,
sign

- Untrusted device driver
- Allocates contiguous memory
- Provides the interface to user

Operating System

- A part of the enclave running in
S-mode

Enclave Runtime

- The application to execute in the
enclave

Enclave Application

- Untrusted app hosting an enclave
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Industrial needs analysis

Conventional Software Asset

Development of tool chain
of bi-endian RISC-V

Ease of migration, Reusability
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